Is it time to hire a hacker to protect your business?
Cyberattacks are on the rise and businesses seeking to pinpoint weak spots are
fighting back by inviting IT experts to break in
November 2017
Asking someone to break into your IT systems might not seem the wisest of ideas. But
with cyberattacks a common occurrence, working with hackers is now seen as a smart
move.
For some, the word “hacker” conjures up a teenager in a hoodie causing mayhem from a
laptop in a bedroom. But not all hackers are the same. The IT industry recognises the
importance of “white-hat” hackers – those who probe the security of IT systems by trying to
break in. This “penetration testing” helps companies stay ahead of black-hat hackers – the
ones acting maliciously.
“The difference between a white-hat and a criminal is permission,” says Andy Gill, author
of the blog Adventures in Information Security. “White-hats help businesses to better
protect themselves.”
In May, the WannaCry ransomware attack shut down computer systems worldwide,
including those of the NHS, forcing many victims to pay a ransom in the form of virtual
currency. In the event, it was a British cybersecurity expert who found a way to foil it.
For Gill, WannaCry reminded him of a situation he had faced a few years earlier. He was
working as part of a team challenged to deal with a hypothetical ransomware attack on the
National Grid. “We had to work out what needed to be done, where the threat was coming
from and how to quickly negate it. Looking back, it was quite realistic,” he says.
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he says. testing is just one way of checking. Businesses also need to scan regularly for
malware. But absolute guarantees of security are almost impossible. “No anti-virus software is perfect,”
Gill says.
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